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* Practising Chartered Accountant with specialisation in
Information System Assurance

- A futurist who specializes in
* IT Consulting, Information Systems Assurance

- GDPR & Privacy Law

- Data Analytics, Implementation and Testing of Internal
Financial Controls

- SOX and SOC (SSAE-16 and 18)

* IS Auditor and Advisor for various BFSI, Sporting
Organisations, start-up entities, Tech companies and
many more

* Youngest DISA & CISA Faculty
- Speaker at National & International Forums of IT

* Faculty for CA Course (IT, EIS, ISCA) at ICAl and at
Apnacourse.com (Online)
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* The views and apps discussed in this session is only for information purpose and are the
personal views of the presenter. The presenter is a practising CA and does not have any
interest in any of the applications discussed and neither endorses any application.

* The views expressed herein may not be taken to necessarily represent the views of his
firm, M/s. KEN & Co. Chartered Accountants.

* Readers are advised to take caution before choosing any of the applications.

* This publication contains information in summary form and is therefore intended for
general guidance only. It is not intended to be a substitute for detailed research or the
exercise of professional judgment.

* No part of this material shall be construed as a solicitation of services or an invitation of
any sort whatsoever from KEN & Co or to create a professional relationship.
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AGENDA

* Changing Times

* What is Industry 4.0?

- How to gear up?
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Growing need for Data
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Print-based Industrial
Society to
Technology based
Internet Society

06 %°

Inherently Dumb to
analytically growing
Smart

05

The move towards
“Collect to Connect”

03 ©

A new generation of Info-
nomics coming up — 3Ms

Valuation of Data driven
Companies on the surge (2x +)
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Analogue v/s Digital

ANALOGUE

Face 2 Face
Old School
Offline
Personal Touch

9-to-5
Word of Mouth
High Touch

Interface 2 Interface
New School

Online

Digital Connect

24-7-365

Word of Mouse
High Tech

DIGITAL
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TWO INSTANCES OF TRANSFORMATION

TRANSPORTATION

e i £y = O

HORSE ) AUTONCMOUS
& CART

TRAIN —> AUTOMOBILE —» AIRPLANE —> RIDESHARING —> —> UNKNOWN

CAR

PAYMENTS

b S - 2 O,

PHYSICAL DIGITAL DIGITAL

_ —_ FIAT MONEY —_ CREDIT CARD — —_ —_ UNKNOWN
> CURRENCY > > > PAYMENT > CURRENCY >
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INDUSTRY 1.0

Mechanization,
steam power,
weaving loom

INDUSTRY 2.0

Mass production,
assembly line,
electrical energy

INDUSTRY 4.0

Cyber physical
systems, internet of
things (loT),
networks

INDUSTRY 3.0

Automation,
computers and
electronics

[

1784

1870

1969

Today



Autonomous
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Big Data E E E
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Manufacturing
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Factory 4.0 — Overview

CYBERSECURITY | atreepy BIG DATA ; Sive sense o complexty l
. > Customer & marketing intimacy
> Stronger protection for CLOUD > Collaborative manufacturing > Flexibility
internet based manufacturing COMPUTING > Perfect match with customer’s
> Technology products with A needs with production mass
longer life cycle | #SENSORS | ADVANCED » Cyber Physical Systems (CPS) N efficiency _
r > Hl’:‘ﬂ:llfl':'_-' STETEMS - FUII aulDr'I"IEIhﬂn
CLUSTER OF SUPPLIERS )] > Traceability - Totally interconnected systems
SUPPLIERS > Predictability - Machine to machine communication WASS
I I 1 CUSTOMIZATION
™ “1 CLIENTS
ke | et adl
3D PRINTING | & NANOTECHNOLOGY/ ROBOT AUTONOMOUS X
- ’ ADDITIVE MANUFACTURING ADVANCED MATERIALS VEHICLE INTERNET OF THINGS
L ISTI 4. || » Scrap elimination » Smart value added products > Real ime - Autonomy - Productivity > Flow optimization
G_G STICS 4.0 » Mass customizabion » Tachnical differentiation > Full ransparency on data reporting > Increased security > Object tagging
> Fully integrated > Rapid prototyping > Connectivity > Lower costs > Intemet-object communication ey
supply chain | ' A low power radio
> Interconnected systems L > Real time data capture
> Perfect coordination T CLUSTER OF PLANTS > Optimized stocks
» Reduced wastes
\ \ L 4 ’ » Clean and renewable energies
BVerywnerg
RESOURCES OF THE FUTURE | - la » Energy Storage

/ i_-""' |
WIND
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ALTERNATIVE / NON CONVENTIOMNAL

soun SR\

GEOTHERMIC
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ARTIFICIAL
INTELLIGENCE (Al)

* Advanced computer
systems that can simulate
human capabilities

* The task of getting
computers and machines to
do tasks that require
intelligence when done by
humans

Nov 23, 2019
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BLOCK CHAIN

How it works: g
v

4 A blockchain is a digitized,
decentralized, public ledger of all
transactions.

The requested A verified transaction

3 C WA~ transaction is Validation V can involve
4 Itis described as a “digital broadcast 10 2 P2P g ° cryptocurrency,
” : . . Someone requests network consisting The network of nodes ! contracts, records,
| S d g er Sto S d INna d I St Fl b Ute d a transaction. of computers, validates the transaction E or other information.
known as nodes. and the user's status N
n EtWO r k using known algorithms. ¢
o

LA distributed, protected
journaling and ledger system.

Once verified, the
transaction is
o ...... combined with

other transactions
The new block is then added to the to create a new
The transaction existing blockchain, in a way that is block of data for
is complete. permanent and unalterable. the ledger.

[ Use of blockchain technologies
can enable anything from digital
currency (e.g. Bitcoin) to any
other value-bearing transaction
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Software as a Service
(SaaS)

Your Organization

Service Models
“On-demand self-service” Your Organization
Servicer rep sty
e e asoes ||
Infrastructure-as-a-Service
Deployment Models
Havmg a commo.n definition Public Cloud (extemal)
helps with managing the cloud
Private cloud (internal)
“Resource pooling” “Broad network access” -

CLOUD COMPUTING OVERVIEW
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nuggets of insight

post-mortem
- Turn mountains of data into
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DATA ANALYTICS
- Financials Statements are
* Predictive insights need of

- See into the future



0T

The Internet of Things
From connecting devices to human value
Physical objects that have
embedded network and
computing elements and
communicate with other objects o7 dovos,
Over a network Embedded intelligence

Data sensing
02 and collecting

03

/' Data
transport
and access

m Device connection

Big data analysis
Al and cognitive
Analyis at the edge

Device
connection
and
connectivity

 bjects animals or people are @ oo T R
provi ded with un Ique | dentifiers Sorsarssiitags FROM CONNECTION Wit processes
. Storage ctionable intelligence
and the ability to transfer data P W e
. . . and
over a network without requiring Spanerices Human value ()
human-to-human or human-to- St o6 [/ oo
computer interaction. Data farsport 05 Tangible benefits

* Usage of Wearables, sensors etc
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Robotic Process Automation

Accuracy Improved Employee Morale
Extreme accuracy and uniformity — much Workers can dedicate more time to
less prone to error or typos @ @ engaging, interesting work

Low Technical Barrier Productivity
No programming skills : Process cycles times are much
necessary to configure a bot = ) faster compared to manual
process approaches
Compliance Reliability

Bots follow regulatory
compliance rules to a tee and
provide an audit trail history

Bots tirelessly work 24/7
without interruption

Non-Invasive Technology Consistency

No disruption to underlying legacy
systems, reducing the burden on IT

Routine tasks are performed the
same way each and every time
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Gartner Hype Cycle for
Emerging Technologies, 2019

3

Biochips

\

Al PaaS,_
. 5G
Edge Analytics \\ /
Autonomous Driving Level 5 \ r
Low-Earth-Orbit Satellite Systems \ (3 \
Edge Al \

Graph Analytics
Explainable Al- \,
Personification

Knowledge Graphs — : — Next-Generation Memory
Synthetic Data " 3D Sensing Cameras
Light Cargo Delivery Drones ——
Transfer Learning—___ » — Emotion Al
Flying Autonomous Vehicles —
Augmented Intelligence —

Nanoscale 3D Printing

— Autonomous Driving Level 4

Decentralized Autonomous —
Organization

o
=
2
=
©
a
Q
]
Q.
x
L

1 L o
— DigitalOps

Generative Adversarial Adaptive ML

Networks ——
Decentralized Web —_

T
AR Cloud — Immersive Workspaces

Biotech - Cultured —
or Artificial Tissue

Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity

-

L]
Plateau will be reached: Tlm e

less than 2 years @ 2to5years 510 10 years (O morethan 10 years @ obsolete before plateau As of August 2019

gartner.com/SmarterWithGartner

Source: Gartner
© 2019 Gartner, Inc. and/or its affiliates. All rights reserved.

Gartner.

MATURITY AND
ADOPTION OF
DISRUPTIVE TECH

Hilgln-Low 4 Hilgln-Higlh

Adoption

Data

Analytics Blockchain

Low-Low® Low-iHigih

Time
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Penetration Of

Tech In Our
Profession

Adoption over Time
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IMPACT IN FINANCE

Exponential Visualization In-Memory Blockchain Robotics Internet of
Technologies Computing

Cognitive Advanced Mobility
FProcess Things Computing Analytlcs

_ Automation
Finance areas

Fixed
Assets

FP&A

Order-to-
cash

Procure-to-

pay

Record-to-
report

dx

Treasury

Investor
Relations

Nov 23, 2019
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PROFESSION 2.0

CA FIRMS AND
CAs IN
PRACTICE

CORPORATE
FINANCE

Nov 23, 2019

PROFESSION 1.0

Tax Filing Services

Traditional Audit and Assurance
MIS and reporting

Traditional transaction advisory
Engagement on demand

Local presence

Finance as a support function
Responds to business needs
Manual push based reporting
Manual controllership function
Traditional internal audit
Descriptive reporting

PROFESSION 2.0

Tax Filing Automation

Al and Analytics enabled audit
Advanced Analytics and visualization
Decision impact forecasting
Analytics driven demand generation
Digital presence

Finance integrated with business
Forecasts business outcomes
Cloud based automated reporting
RPA driven controllership

Al and RPA driven internal audit
Predictive Analytics
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Audit 2.0

IT audit
Tools: Excel, CAATT
software




Interoperability,  capability,

: i\(\ @ * Virtualization, * Service
Indu.stry/ Design Standards Q [ « Decentralization orientation,
Audit Standards = . Real-time * Modularity
Elements of
Audit 4.0

Sensors

Cyber Physical System People

Internet of Things (loT) Process

Internet of Services (10S)
Smart Factories and Smart Products
RFID | GPS

Adaption To Technology
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The Future of Jobs Report 2018

Table 3: Examples of stable, new and redundant roles, all industries

Managing Directors and Chief Executives Data Analysts and Scientists* :> Data Entry Clerks
General and Operations Managers*® Al and Machine Learning Specialists Accounting, Bookkeeping and Payroll Clerks
Software and Applications Developers and General and Operations Managers* Administrative and Executive Secretaries
Analysts* Big Data Specialists Assembly and Factory Workers
Data Analysts and Scientists® Digital Transformation Specialists Client Information and Customer Service Workers*
Sales and Marketing Professionals® Sales and Marketing Professionals® Business Services and Administration Managers
Sales Representatives, Wholesale and MNew Technology Specialists :> Accountants and Auditors
Manufacturing, Technical and Scientific Organizational Development Specialists* Material-Recording and Stock-Keeping Clerks
Products Software and Applications Developers and General and Operations Managers*
Human Resources Specialists Analysts* Postal Service Clerks
Financial and Investment Advisers Information Technology Services Financial Analysts
Database and Network Professionals Process Automation Specialists Cashiers and Ticket Clerks
Supply Chain and Logistics Specialists Innovation Professionals Mechanics and Machinery Repairers
Risk Management Specialists Information Security Analysts® Telemarketers
Information Security Analysts* Ecommerce and Social Media Specialists Electronics and Telecommunications Installers
Management and Organization Analysts User Experience and Human-Machine and Repairers
Electrotechnology Engineers Interaction Designers Bank Tellers and Related Clerks
Organizational Development Specialists* Training and Development Specialists Car, Van and Motorcycle Drivers
Chemical Processing Plant Operators Robotics Specialists and Engineers Sales and Purchasing Agents and Brokers
University and Higher Education Teachers People and Culture Specialists Door-To-Door Sales Workers, News and Sireet
Compliance Officers Client Information and Customer Service Vendors, and Related Workers
Energy and Petroleum Engineers Workers* Statistical, Finance and Insurance Clerks
Robotics Specialists and Engineers Service and Solutions Designers Lawyers
Petroleum and Natural Gas Refining Flant Digital Marketing and Strategy Specialists
Operators

Source: Future of Jobs Survey 2018, World Economic Forum.



HEY MAN..WOULD You TiCk THIS
" | AM NOT A RoBoT” Box FokR ME? )

(C) Narasimhbtoklaggooven 32



Nov 23, 2019 (C) Narasimhan Elangovan 33



* Data Analytics

+ Data Analysts [ Data
Scientist

* Big Data specialists

* Cyber Security
* Building Cyber resiliency
* Ethical Hackers

* Advisory on Cyber
Security

Nov 23, 2019

 Emerging Technology

- Al / ML
- Blockchain

* Process Re-engineering /
RPA

* Data Privacy

- Assessment

* Implementation
- Audits

- Governance
- COSO
- COBIT

- Standards such as ISO
27001

* Other Areas
* Forensic Audit
* Social Media Advisory
- Digital Marketing
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E-Commerce of CA
Practise would become
more prominent

Nov 23, 2019

CAs coupled with Domain
expertise and Technology
skills will be in Demand

Al would move from a tool
to a service Provider

=

Accounting would be
automated

G,

Robots would do
Compliance

N

Data would continue to be Power of Al and Big Data
the most valued asset would unearth multiple
hidden truths!

Human Intelligence would
still be the most valued
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IT Governances &
Compliance

IT ASSURANCE

IT Assurance
Services

Data Analytics &
Business
Intelligence

Tech-enabled Solutions

G

D “©
[ |

>0 T

REDUCE |
N RISK <~
A bl

ACCEPT

Enterprise Risk

TRANSFER

IT Automation &

GDPR & Privacy
Audits

Emerging
Technology (Al,
Blockchain, loT)

Management O AT Implementation
AICPA
ISO’CPCI Dt (Sl SOC Assessments
ompliance
Nov 23, 2019

IT Consulting

IT Training
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in 2020

Complex Problem Solving
Critical Thinking

Creativity

People Management
Coordinating with Others
Emotional Intelligence
Judgment and Decision Making
Service Orientation

Negotiation

Cognitive Flexibility

SOONDOAWN =

Source: Future of Jobs Report, World Economic Forum
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in 2015

Complex Problem Solving
Coordinating with Others
People Management

Critical Thinking

Negotiation

Quality Control

Service Orientation

Judgment and Decision Making
Active Listening

Creativity

©ONO AWM=

—h
©
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Invest and Adopt & adaptto  Build awareness Train and Dedicate Change the audit
experiment in emerging trends and engage in develop the skill- resources and approach from
new such as cloud, debate sets and mind- time “tick” to “click”
technologies data analytics sets
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RECOMMENDED READING

RICHARD DANIEL
SUSSKIND SUSSKIND

- The Future of Profession

* The Future of Jobs Report — 2018 — World Economic Forum
- RPA Concept Paper on RPA

* RPA e-learning by ICAI
: THE EUTURE .OF
THE PROFESSIONS

HOW TECHNOLOGY WILL TRANSFORM
THE WORK OF HUMAN EXPERTS

- Oct 2018 issue of CA Journal
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http://www3.weforum.org/docs/WEF_Future_of_Jobs_2018.pdf
https://www.icai.org/new_post.html?post_id=14943
https://pqc.icai.org/assets/ICAI_RPA_V4/story_html5.html

DIGITAL
O EOR AV NRSVN OISR IN COMPETENCY
> . MATURITY
- Digital Competency Maturity Model| MODEL

III. Dhgatal Competency Matunty Model (DCMM)

for Professional Accounting Firms — Version 1.0

(DCMM)

A, Level of Automation of the Firm’s Internal Procezszes

e For Professional Accounting Firms
B, Awvailability of Qualified Resource Pool and

Talent Development Relating to Digital Competencies

Version 1.0

Level of Automation relating to Audit Processes
and Nature of Audit Services Being Rendered

IV. Firm Matunty Rating
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CAPS “

Wl 4 Thank You! ‘%

foundation~ : >
Passion for Compassion Q U e St I O n S ? Narasimhan Elangovan

https://www.capsfoundation.in/ Partner at KEN & Co. Chartered Accountants

Narasimhan Elangovan
narasimhan@ken-co.in
www.ken-co.in

Online Classes
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