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* Practising Chartered Accountant with specialisation in
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- A futurist who specializes in
* IT Consulting, Information Systems Assurance

- GDPR & Privacy Law

- Data Analytics, Implementation and Testing of Internal
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- SOX and SOC (SSAE-16 and 18)

* 1S Auditor and Advisor for various BFSI, Sporting
Organisations, start-up entities, Tech companies and
many more

* Youngest DISA & CISA Faculty
- Speaker at National & International Forums of IT

* Faculty for CA Course (IT, EIS, ISCA) at ICAl and at
Apnacourse.com (Online)
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* The views and apps discussed in this session is only for information purpose and are the
personal views of the presenter. The presenter is a practising CA and does not have any
interest in any of the applications discussed and neither endorses any application.

- The views expressed herein may not be taken to necessarily represent the views of his
firm, M/s. KEN & Co. Chartered Accountants.

* Readers are advised to take caution before choosing any of the applications.

* This publication contains information in summary form and is therefore intended for
general guidance only. It is not intended to be a substitute for detailed research or the
exercise of professional judgment.

* No part of this material shall be construed as a solicitation of services or an invitation of
any sort whatsoever from KEN & Co or to create a professional relationship.
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AGENDA

* Changing Landscape of Audit
* Audit Scope
* Audit Process

- Case Studies
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NEWER
BUSINESS
RISKS

Digitalization, Industry 4.0 q.
& the Internet of Things

Cloud computing

. 10.

Privacy Law
_ 11.

Cyber security
Business continuity and 1.
crisis response
Data analytics and mass
data usage 13.
Organization-wide 14,

initiatives/projects

Alignment of operations to
organization’s strategy and
objectives

Compliance Management
Systems (CMS), auditing
organization

Culture and ethics

Effectiveness and efficiency
of operational processes

Integrated enterprise risk
management and
monitoring

IT governance

Outsourcing and managing
third-party relationships
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Agility/Delivery of 1T
Confidentiality

External
environment

Internal
environment

Availability

Software/
Product
Development, .
/ ) =
People and )
culture 9
\ I.f Operational =
Metwork | Resilience
Architecture - and
Monitoring
Platform
Hardening
Authenticity Nov 23, 2019
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How do | audit the IT environment?

This is where |IT general controls (ITGC) come in. They can be defined as:

113

b
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Where Do ITGCs Fit In?
finenci,

: . Assertions
Business Operations Financial

Major classes of transaction, business processes and sub-processes reporting

 Accuracy

. . . . . « Completeness
Risks arising from processing transactions P

Y 'y o Cut-off

Process-wide considerations » Existence &
f f Occurrence

. . « Rights &
f Direct Entity Level Controls R Obligations

» Presentation

Transaction level controls & Disclosure

Automated controls and IT-dependent manual

Manual controls . i
procedures controls Valuation

Indirefjt Entity Level Controls

IT General Controls (ITGCs)

= 1 n L
IT systems and IT Environment Financial

infrastructure — > data
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What does ITGC include?
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Program development

IT General Controls

4 \
Initiation, analysis and
design

|

s

Construction

Testing

Data conversion

[

Implementation

I

Documentation and
training

\

Segregation of duties

N

/
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Computer Progra
operations ange

Audit Objective

“To ensure that systems are
developed, configured, and
implemented to achieve
management's application
control objectives”.

Which means:
Systems that are developed
actually work as required.

Access to programs and data
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Computer Operations

( IT General Controls ]

Systems Progra
development ange

Access to programs and data

Batch processing / Audit Objective

I

Interface processing “To ensure that production systems
> | < are processed completely and
Monitoring of IV i q ith
| computer processing | accurately in accordance _W|t_
> i . management's control objectives,
Backups and that processing problems are

‘ 4 identified and resolved completely
Computer centre ) )
operations and accurately to maintain the
integrity of financial data”.

Which means:

Systems process data as intended,
and where they don't, this is
identified and corrected.

\
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Program changes

[ IT General Controls |
Systems Computer
devglopment operations Access to programs and data
Audit Objective \ Specification and
“ L authorisation )
To ensure that changes to > \ g
programs and related Construction
infrastructure components are ; ' g
requested, authorized, Testing
performed, tested, and . :
implemented to achieve | Implementation
1 . . I
managem_ent_s ap”pllcatlon G ——
control objectives”. training )
I
Which means: Segregation of duties
' |
Changes to systems and data dp ( )
. Report integrity
not adversely affect their . )

integrity, availability or
confidentiality.

Nov 23, 2019 (C) Narasimhan Elangovan



Nov 23, 2019

Access to programs and data

Systems
development

Audit Objective:

“To ensure that only authorized

Computer
operations

Program
changes

N

access is granted to programs and

data upon authentication of a

user's identity”.

Which means:

Systems and data are protected
from invalid changes.

( \
Application security

administration

[Database administration

\_____/

|

S
Operating system
L security administration )

|

Direct data access via
App/Network /OS/Util.

Network / connection
L security administration )
I

Application logical

N

e

security

I
e N

Operating system logical

securit
\_ ' y J
4 \

\

Network logical security
\ /

[
S
Application powerful

accounts
I
Operating system
powerful accounts
I

Network powerful

/

s

N

N
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The Complete picture

In|t|at|on analysis and

Batch processing

Specification and

Appllcatlon securlty

Database

L design ) authorisation ) administration administration
4 l A , l A 4 l A D d : i
. : . Operating system irect data access via
\ Construction J Interface processing Construction | \security administration) App/Network /0S/Util.
4 : | : N : . N\
. Monitoring of . Network / connection
Testing . Testing . . ;
computer processing security administration
\ \_ J /o J
4 : A ! : A ( I 'I I . I A
Data conversion Backups Implementation App Ication logica
security
\_ v \_
I | I I
4 A A 4 A

Implementation

\_ T J
4 . N\
Documentation and
rainin

tra | g )
4 N\

Segregation of duties
\ /
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Computer centre
operations

Documentation and
training

Operating system
logical security

Segregation of duties

N
/

Network logical
security

s

Report integrity

N
/

Application powerful

accounts
/o
I
( .
Operating system
L powerful accounts
p |

Network powerful
accounts
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Application

Description of Subsystem

Subsystem

Boundary Comprises the components that establish the interface
between the user and the system.

Input Comprises the components that capture, prepare, and enter
commands and data into the system.

Communication | Comprises the components that transmit dala among
subsystems and systems.

Processing Comprises the components that perform decision making,
computation, classification, ordering, and summarization of
data in the system.

Database Comprises the components that define, add, access, modify,
and delete data in the system.

Output Comprises the components that retrieve and present data to

users of the s _ysrem.|
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Vendor Relationship Management '_sz'AcA
Vendor relationship lifecycle

Periodically review
, _ all access/data
blishlevel of Assess nature of Provide third party storage p{}ints
Tt e lkst ive 0 data to be stored on neé:tzlsstargan?]tw?rkl utilized by the third Involve Legal
vendor profile 1;3 c e;te g third party network 4" aaicesps ysica party on ’ Department -
organizations establish contracts
network
I
Retire Third Ensure Audit third partyto  Decommissionthird Analyze all access/data Involve Legal
Party Profile contingency Vvalidate data stored parties’ network, storage points utilized Department -
planning on third party data & physical by the third party on Revisit contracts to
network based on access points organization’'s network understand agreed
contractual T&C & legal
requirements liabilities

Nov 23, 2019 (C) Narasimhan Elangovan






(Busmess impact analyses \
* |SAT risk assessments
¢ COSO risk assessment (ISAT)
¢ Current ISAT staffing and profile
¢ Compliance requirements
o Known Issues

- Past audit reports

- Audit committee issues

\_ — Completeness and maturity /

Suppliers

¢ CIO and CISO

* ERM function

¢ Sysem owners

¢ Business process owners
¢ External providers

e Legal and procurement

DR = Disaster recovery
BC = Business continuity
CM = Crisis management
loT = internet of Things

Figure 1—Elements of an IS/IT Audit Strategy
Inputs —- Domains

/ o Define IS/AT audit universe \
¢ Governance
- Policies and compliance
- ISAT staffing
- External providers
- Locations
* [Operations +DR +BC +CM
* Mobile
e loT
 Data management (DMBOK)
* Projects

wmmm-  Deliverables

/o Audit priorities \

¢ Standards
* Tools
« Staff requirements
-~ Numbers
— Profiles
- Training
- Certifications
¢ Annual audit plan

* Ranking by criticality
\_ * Business impact

Participants

¢ Chief audit executive

* Member(s) of audit committee
¢ |S/T internal auditors

» Consultants if/as required

DMBOK = Data management body of knowdedge
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Source: Ed Gelbstein. Reprinted with permission.

ke Metrics

!

Audience

¢ Senior management
* Audit committee

¢ External audit (7)

* Cl0
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ldentification
of assets

O

Classification

of assetls
O

Risk monitoring Qo

Defined control

framework Risk

Identification

s N\

Risk response

<'b 4

L Target control

)

_ . measures
Risk analysis

and evaluation E’
J"—:r'"w"'..
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* User Administration — Create/modify/delete/lock/reset passwords/assign roles

* Role Administration — Create/modify/delete/assign roles, profiles, & authorizations

- ABAP Development & Program Execution — Execute/debug reports or programs or
modify the data dictionary

* Transport Administration — Import transports to production or modify the transport
organizer

* Table Maintenance — Modify table entries
- Batch Job Administration — Administer/schedule/release/delete batch jobs
* Operating System & Basis Sensitive Access — Execute/modify external OS commands

- Configuration Access — Modify configuration/customizing
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* SUIM (User Information System) — User Creation / Modification
* SE16N (General Table Display)

- Changes Authorised - SE16N-> table Eoyo

- SQVI (Quickviewer)
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PASSWORD POLICY

Data Browser: Table USR0O2 Select Entries 500
G S & T E A Check Table...

Tahle: OER0Z

]

Dizplayed Fields: !0 ; Fixed Columns:
User Lock
BEITRAGNA

CAMPSTHE
FARRTILA

0434C129E41
OAEFFERCEE

o4ra591Dall
N374A1F3422
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Display Profile Parameter
& ST FPE HIDT B

Parameter Name , User-Defined Value  System Default Value  Parameter Name
login/min_password_digits
login/min_password_lett
login/min_password_Ing
login/min_password_low
login/min_password_spe
login/min_password_upp
/

login/multi_login_users

Comment
min. number of digits in passwords

min. number of letters in passwords

Minimum Password Length

minimum number of lower-case characters in passwords
min. number of special characters in passwords
minirmum number of upper-case characters in passwords
list: of exceptional users: multiple logon alowed
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CHANGE MANAGEMENT

Data Browser: Table E070 Select Entries 500
"5] = E] E] ﬁ] Check Table...

Table: EQ70
Dizplayed Fields: g of Fixed Columns: Ty List Width 02350

ot Targ

CHANDERALS

FITTEN
SOHN

5:50)| Workbench changes for e-recruiting-EBE3Z
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WHAT ARE THE INPUT CONTROLS WHICH
CAN BE PLACED HERE?
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im Bank code ]

Num Txns In Mini Statement

20

Remote Txn Gl Module III
Remote Txn Gl Scheme IZ|

Remote Txn Gl AcctNo

Pan Required Above Amount

Num Password Attempts
Min Length User Code
Min Length Password

Min Chars In Password

Min Nums InPassword

Max Exchange Rate Var Percent
Series Required
Recon Reguired

Multi Lien Allowed

Acct No Padding

Acct No Combined
Encrypted Login Name
Date Format

Cust Wise Interest

need Select Td Renewal Interest

10

o
o

Zero Padding z

o

DD-MMM-YYYY [ ]

o
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Factory 4.0 — Overview

CYBERSECURITY | atreepy BIG DATA ; Sive sense o complexty l
. > Customer & marketing intimacy
> Stronger protection for CLOUD > Collaborative manufacturing > Flexibility
internet based manufacturing COMPUTING > Perfect match with customer’s
> Technology products with A needs with production mass
longer life cycle | #SENSORS | ADVANCED » Cyber Physical Systems (CPS) N efficiency _
r > Hl’:‘ﬂ:llfl':'_-' STETEMS - FUII aulDr'I"IEIhﬂn
CLUSTER OF SUPPLIERS )] > Traceability - Totally interconnected systems
SUPPLIERS > Predictability - Machine to machine communication WASS
I I 1 CUSTOMIZATION
™ “1 CLIENTS
ke | et adl
3D PRINTING | & NANOTECHNOLOGY/ ROBOT AUTONOMOUS X
- ’ ADDITIVE MANUFACTURING ADVANCED MATERIALS VEHICLE INTERNET OF THINGS
L ISTI 4. || » Scrap elimination » Smart value added products > Real ime - Autonomy - Productivity > Flow optimization
G_G STICS 4.0 » Mass customizabion » Tachnical differentiation > Full ransparency on data reporting > Increased security > Object tagging
> Fully integrated > Rapid prototyping > Connectivity > Lower costs > Intemet-object communication ey
supply chain | ' A low power radio
> Interconnected systems L > Real time data capture
> Perfect coordination T CLUSTER OF PLANTS > Optimized stocks
» Reduced wastes
\ \ L 4 ’ » Clean and renewable energies
BVerywnerg
RESOURCES OF THE FUTURE | - la » Energy Storage

/ i_-""' |
WIND
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ALTERNATIVE / NON CONVENTIOMNAL

soun SR\

GEOTHERMIC

» Alternatve raw matenals
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&

What new types of audit evidence can be generated and collected
in the context of Audit 4.0?

As more data will be collected in Audit 4.0, how can auditors avoid
information overload to find relevant auditing information?

How should external and internal auditors cooperate to enable
Audit 4.0?

Will the current audit model be changed in Audit 4.0?

What are the new roles of the different lines of defense?

How can predictive and prescriptive audits be used in Audit 4.0?

What are new controls that should take place to examine
whether the technologies/systems operate as they are supposed
to do?
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QUESTIONS TO
ANSWER
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