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 Practising Chartered Accountant with specialisation in 
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 A futurist who specializes in 
 IT  Consulting, Information Systems Assurance

 GDPR & Privacy Law

 Data Analytics, Implementation and Testing of Internal 
Financial Controls

 SOX and SOC (SSAE-16 and 18)

 IS Auditor and Advisor for various BFSI, Sporting 
Organisations, start-up entities, Tech companies and 
many more

 Youngest DISA & CISA Faculty

 Speaker at National & International Forums of IT
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Apnacourse.com (Online)
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DISCLAIMER

 The views and apps discussed in this session is only for information purpose and are the 
personal views of the presenter. The presenter is a practising CA and does not have any 
interest in any of the applications discussed and neither endorses any application.

 The views expressed herein may not be taken to necessarily represent the views of his 
firm, M/s. KEN & Co. Chartered Accountants.

 Readers are advised to take caution before choosing any of the applications. 

 This publication contains information in summary form and is therefore intended for 
general guidance only. It is not intended to be a substitute for detailed research or the 
exercise of professional judgment. 

 No part of this material shall be construed as a solicitation of services or an invitation of 
any sort whatsoever from KEN & Co or to create a professional relationship.
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AGENDA

 Changing Landscape of Audit

 Audit Scope

 Audit Process

 Case Studies
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CHANGING TIMES
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NEWER 
BUSINESS 
RISKS

1. Digitalization, Industry 4.0 
& the Internet of Things

2. Cloud computing

3. Privacy Law

4. Cyber security

5. Business continuity and 
crisis response

6. Data analytics and mass 
data usage

7. Organization-wide 
initiatives/projects

8. Alignment of operations to 
organization’s strategy and 
objectives

9. Compliance Management 
Systems (CMS), auditing 
organization

10. Culture and ethics

11. Effectiveness and efficiency 
of operational processes

12. Integrated enterprise risk 
management and 
monitoring

13. IT governance

14. Outsourcing and managing 
third-party relationships
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COMPONENTS 
OF THE IT 

LANDSCAPE 
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IT AUDIT SCOPE
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INTERNAL CONTROL: COMPONENTS

General 
Controls

IT / IS 
Controls

Internal 
Controls
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IS CONTROLS: COMPONENTS

IT 
Application 

Controls

IT General 
Controls

IS Controls
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AUDIT OF ITGC
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How do I audit the IT environment?

This is where IT general controls (ITGC) come in.  They can be defined as:

ITGCs are policies and procedures 

that are used to manage the IT 

activities and computer environment, 

relate to many applications and 

support the effective functioning of 

application controls by helping to 

verify the continued proper operation 

of information systems. 

”

“
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Where Do ITGCs Fit In?

Significant financial statement line items
Financial 
Statement 
Assertions

• Accuracy

• Completeness

• Cut-off

• Existence & 
Occurrence

• Rights & 
Obligations

• Presentation 
& Disclosure

• Valuation

Risks arising from the use of IT systems

Transaction level controls
Automated controls and 

procedures
IT-dependent manual 

controls
Manual controls

Direct Entity Level Controls

Process-wide considerations

Risks arising from processing transactions

Financial
reporting

Business Operations
Major classes of transaction, business processes and sub-processes

IT systems and
infrastructure

Financial
data

IT Environment
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IT General Controls (ITGCs)
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What does ITGC include? 

IT General Controls

Program 

development

Computer 

operations

Program 

changes
Access to programs and data
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Access to programs and data

IT General Controls

Program

development

Computer 

operations

Program 

changes

Initiation, analysis and 

design

Construction

Testing

Data conversion

Implementation

Documentation and 

training

Segregation of duties

Program development 

Audit Objective

“To ensure that systems are 
developed, configured, and 
implemented to achieve 
management's application 
control objectives”.

Which means:
Systems that are developed 
actually work as required.
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Access to programs and data

IT General Controls

Systems 

development

Program 

changes

Computer 

operations

Audit Objective

“To ensure that production systems 

are processed completely and 

accurately in accordance with 

management's control objectives, 

and that processing problems are 

identified and resolved completely 

and accurately to maintain the 

integrity of financial data”.

Which means:

Systems process data as intended, 

and where they don’t, this is 

identified and corrected.

Batch processing 

Interface processing

Monitoring of 

computer processing

Backups

Computer centre 

operations

Computer Operations
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Access to programs and data

IT General Controls

Systems 

development

Computer 

operations

Program 

changes

Audit Objective 

“To ensure that changes to 

programs and related 

infrastructure components are 

requested, authorized, 

performed, tested, and 

implemented to achieve 

management's application 

control objectives”.

Which means:

Changes to systems and data do 

not adversely affect their 

integrity, availability or 

confidentiality.

Specification and 

authorisation

Construction

Testing

Implementation

Documentation and 

training

Segregation of duties

Report integrity

Program changes
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Access to programs and data 

Access to programs and data

IT General Controls

Systems 
development

Computer 
operations

Program 
changes

Audit Objective:

“To ensure that only authorized 
access is granted to programs and 
data upon authentication of a 
user's identity”.

Which means:
Systems and data are protected 
from invalid changes.

Application security 
administration

Operating system 
security administration

Network / connection 
security administration

Application logical 
security

Operating system logical 
security

Network logical security

Application powerful 
accounts

Operating system 
powerful accounts

Network powerful 
accounts

Database administration

Direct data access via 
App/Network /OS/Util.
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The Complete picture

Access to programs and data

IT General Controls

Systems development Computer operations Program changes

Batch processing 

Interface processing

Monitoring of 

computer processing

Backups

Computer centre 

operations

Application security 

administration

Operating system 

security administration

Network / connection 

security administration

Application logical 

security

Operating system 

logical security

Network logical 

security

Application powerful 

accounts

Operating system 

powerful accounts

Network powerful 

accounts

Database 

administration

Direct data access via 

App/Network /OS/Util.

Specification and 

authorisation

Construction

Testing

Implementation

Documentation and 

training

Segregation of duties

Report integrity

Initiation, analysis and 

design

Construction

Testing

Data conversion

Implementation

Documentation and 

training

Segregation of duties
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AUDIT OF ITAC
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AUDIT OF 
APPLICATION 

CONTROLS
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AUDITING VENDOR 
MANAGMENET
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AUDIT PROCESS
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PRACTICAL CASES



AUDIT OF ITGC - SAP

 User Administration → Create/modify/delete/lock/reset passwords/assign roles

 Role Administration → Create/modify/delete/assign roles, profiles, & authorizations

 ABAP Development & Program Execution → Execute/debug reports or programs or 
modify the data dictionary

 Transport Administration → Import transports to production or modify the transport 
organizer

 Table Maintenance → Modify table entries

 Batch Job Administration → Administer/schedule/release/delete batch jobs

 Operating System & Basis Sensitive Access → Execute/modify external OS commands

 Configuration Access → Modify configuration/customizing
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AUDIT COMMANDS

 SUIM (User Information System) – User Creation / Modification

 SE16N (General Table Display) 

 Changes Authorised - SE16N-> table E070

 SQVI (Quickviewer)
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PASSWORD POLICY
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PASSWORD PARAMETERS
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CHANGE MANAGEMENT
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WHAT ARE THE INPUT CONTROLS WHICH 
CAN BE PLACED HERE?
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AUDIT 4.0
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QUESTIONS TO 
ANSWER

Nov 23, 2019

What new types of audit evidence can be generated and collected 
in the context of Audit 4.0?

As more data will be collected in Audit 4.0, how can auditors avoid 
information overload to find relevant auditing information?

How should external and internal auditors cooperate to enable 
Audit 4.0?

Will the current audit model be changed in Audit 4.0?

What are the new roles of the different lines of defense?

How can predictive and prescriptive audits be used in Audit 4.0?

What are new controls that should take place to examine 
whether the technologies/systems operate as they are supposed 
to do?
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