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What is Behavioral Analytics?

Definition: Behavioral analytics quantify the effects of
psychological, social, cognitive, and emotional factors
on human decision-making

You're in
my spot!

We are creatures
of habit.




Events, Relationships and Anomalies
(Friends, Supply Chain, Cyber)

Eat
B

Process Mining: Habits and Behavior
(Shopping Habits, Buying Cycle) 1

Preferences: Likes and Dislikes
(Advertising, Regulatory Reporting)



Financial Intelligence

Algorithmic Behavioral
Trading Finance

Behavioral
Analytics




Behaviour Analytics + Financial Intelligence

CRM Knowledge

Extraction, Servicing Customer Human
& Cross-Sell Insight Resources

' Risk & Market
Fraud/Misconduct C y o
Detection, Credit RPN CE ntelligence

Scoring, Wall-Cross

Recruiting/Retention,
Talent Analytics,
Automated
Management

Behavioral Investing,
Alpha Generation,
Liars Poker



Behavioural Analysis - Enablers

Consolidation of Data Sources

Transaction History.

Internal Records, e.g. Internal
Watchlists and suspicious Activity
Reports (SARs) Records.

Data from Governmental Bodies e.qg.
Watchlists.

M| News and Social Media Searches.

Paid for 3rd Party Consumer Data e.g.
credit data.

Internal Client Data e.g. Know Your
Customer (KYC), Fraud and

Behavioural Attributes
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Public Domain, e.g. public accounts./
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Establish connections with high r

Reported to actual income ratio.

Geographic, product and behavioral

risks.

Customers employment industry
Sector.

Volume, frequency and sentiment of
'l media coverage.

2

Entity Resolution

N

/

dOh
o

Ingestion and consolidation of \

data sets from multiple sources.

Link data which references a
given customer and deduplicate
this data.

Create a singular customer view.
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Behavioural Analysis — Capabilities

Comparison Against Similar Customers

A subject runs a convenience storﬁ
and is grouped into a community

based on similarity of the behavioral
attributes.

Analysis identifies that the subject’s
behavioral attributes are diverging
from the expected behavior of the
segment with large transactions to an
overseas manufacturing firm.

An alert is generated on this subject
for further investigation. /

Typology Matching
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Internal data provides a record
of transaction history and past
case outcomes.

Subject’s behavioral attributes
are analyzed for behavioral

-ﬁ' similarity to subjects upon which

cases were previously reported.

~

Insights from analysis hep with case

discounting and alert generation/

Analysis Against Guilty Party Data
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Ingestion of know guilty party
data and associated behavioral
attributes.

Subjects in client database are
analyzed for behavioral similarity
to behavior attributes which
indicate a known higher
propensity for suspicion.

Insights inform alert generation and
prioritization. /




Behavioural Analysis - Process Flow

e 1- Entity resolve and gather minimal

1 : MQ-Appiy techniques and supplement with
“useful information for entity resolution

i
b | p
M information required to identify risk
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Internal Data i Output of identified risk typology matching,
Major Parties / external data and similar customer comparison
Financial i > is aggregated to generate subject risk score
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Typologies

Analysis Against
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Cognitive Computing — Regulatory Compliance

Regulations by

Jurisdiction

CourtRulings/
Legal
Interpretation

Industry Standard
Controls

News & External Regulatory
Industry Data | Event Data Enquiries

Risk Management Systems
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Regulatory Repository

Parse
Regulations
into Obligations

Parse &
Harmonize
Industry
Controls

Regulatory
Repository,
Industry
Controls

Parse & Categorize
Internal Risk Data

Risk Framework
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Analytics & Reporting

Loss/ Event
History,
Risk and

Compliance
Posture

Responses to
Regulatory
Enquiries

Risk & Compliance
Repository,
Assessments,
Actionltems

,Reporting

Reporting/
Visualization

Trends, Metrics

Data Governance

Intemal & External Data

Data Governance and Integration with Operational System




Invoice Forgery Detection
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Dark Web — Free market run for everything

ISIS advertising for funds collection; BitCoin key being displayed
Cross platform advertisement — Facebook, WhatsApp, Twitter

SUPPORTING THE MUJAMIDIN IN SYRIA WITH ISIS advertising for SadagaCoins
WEAPONS. FINANCIAL AID AND OTMIR ‘
PROJECTS ASSISTING THE JiMA

3 -l —— ) s - g
Bl D s fadd a4

ISIS using incorrect religious interpretation for justifying
collection of funds on DarkWeb

— ABOUT SADAQACOINS

SadagaCoins

The SadagaCoins Team is pleased to present a gift and service for the Ummah.
The believers now have the opportunity to advertise and support the latest
projects. A considerable advantage (over other platforms) is that it our service is
anonymous and secure

— FOLLOW Us

SadagaColns

100% Donation Policy - Tor:
SADAQA hitpz/fsadagabmnordufnj.onion
COINS

This Project has $0 (0%) donated of $18590.

Show this thread In the name of Allah, the Most Beneficent, the Most Merciful.
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Fraud Vendors,

Call Contors atc.
Watch Lists

Customer View External Data

Unstructurad data — Social Media,

Credit Burcau,




Suspicious Activity Detection — Risk Prioritization Approach

ALERTIDS SCEMARIOS SUGGESTION
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Shell Companies

Al & ML enabled .

Ident/fy unknown pa[[em of fraud  Track new fraud instances
AML Transaction MOhItOI’Ing ~ Eaf/y warng of Fraud « Streamlined alert management

Advanced Social

Database Text

Network
Analysis

% Analytics/ Al

Models Analysis

“"-‘q" Search

« Setup rules to trigger
fraud alerts based on
internal transactions

* Rule based alert

» Detectunexplained
relationships and
establish the data linkage
among individuals,

» Utilize qualitative and
quantitative information to
enrich fraud alerts

Track the deviations

*Profile matching based on
statistical profiles &
historic fraud behavior
(Watch or Hot-list)

« Utilize intelligence on
historical fraud to identify
suspicious transactions

* Pickup unknown trends &

generation *Anomaly Detection— effective in identifying entities, registries etc based on structured and
transactions & behavior complex fraud patterns unstructured information
* Scenario Creation * Predictive models - SGraoh Analvsis * Tokenization
*Pre configuredrules & Linear& Logistic 3 Un& s e *Entity Extraction
filtering « Clustering & Decision R « Keyword Analysis
*Rule based alert Tree models i « Sentimentanalysis
generation oo '

Obvious
Known

Model Hybridization Alertsleve ‘ Case —
Ensembles

i R [ Dashboards “‘ Management
Mpdel Tu.nmg _ x5 ), ame Composite Risk

Hierarchical Boosting 3 a2 Score

Y




KDD AML SYSTEM ARCHITECTURE
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Other AML
systems /
Institutions [
Organisations

Data Source

Consolidated
Databases

Data Warehouse
Building

Dimension
Data

ML ML
Scenarios Patterns

Data Warehouse Source
| Sharing —> Single DW / Federated DW Suspicious | “Black™ list
[ U repository repository
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MT700
Instance Type and Transmission
original Received from Application - Outgoing Draft

Priarity) De livery : Mormal
Message Header
Swrift Inpurt : FIN 700 Issue of a Documentary Credit

sender Swift address  : AGRIFRPPXXHK
RAMNK ARC, 39th Street, Paris, France
Receiver Swift address CITIUSIZKEX
BANK XYZ CITIUS32, New York, NY 10043
User Header
Message-User-Reference : 002MS0G12068011H
Wessage Teat

:27: Seqguence of Total
11
:A0A: Form of Documentary Credrit
IRREVOCABLE
:20: Documentary Credit Number
002IL02120630001
:31C: Date of Issue
120308
:A0E: Applicable Rules
UCP LATEST VERSIOM
:310: Date and Place of Expiry
1203 15PARIS
:50: Applicant
BOL INTERMATIOMALES SA, 87 RUE DE PARIS
PARC OR3AY, BATIMENT SEQUOIA, BPF, 91402 OR5AY CED X
:53: Beneficary
STAR INTERMATIONL, 19, 5TH 5TREET, CHARLESTOMN ROAD,
MOUNTAIN VIEW
:328: Currency Code, Amount
UsDE000000,
:39A: Percentage Credit Amount Tolerance
10/10
:41A: Available with ... By ...
CITIUE32 BY PAYMENT
:43P: Partial Shipments
ALLOWED

:43T: Transshipment

ALLOWED

:44A: Place of Taking in Charge/ Dispatch from ...fPlace of Receipt

FLORID#

+44E: Port of Loading/Airport of Departure

SIDMEY, AUSTRALIA

:44F: Part of Discharge fAirport of Destination

GOERGE TOWM

:4436: Place of Final Destination/ For Transportation to...fPlace of Delivery

PARIS

1440C: Latest Date of Shipment

120310

145A: Description of Goods and/ or Services

FURNITURE AND RAW METRIAL /INCO TERM/ CIF:00ST, INSURAMNCE AND FREIGHT
(MAMED DESTINATION PORT) TRADE TERMS :CIF PARIS

CONTAINS - Office Furniture including Metal Framed Seating, Bedside Chairs, Bariatric
Seating, Oversize 3eating and raw materials - hardwood plywood, glass, P205,
fluorophosphate glass, zirconium fluoride

A6A: Documents Reguired

2COPY(S) PACKING LIST
BEMIFICIARY'S PACKING LIST INDICATING THE DETAILS OF THE MATERIALS SHIPPED AS
MENTIONED UNDER THE COMTRACT
+2COPY(S) INVOICE
SIGNED COMMERCIAL INVOICE INTWOD COPIES INDICATING THIS CREDIT MUMBER
+1/2 ORIGINAL(S) AND 2 COPY(S) SEAWAY DOCUMENTS
COPY OF FAX/TELEX ADVISING APPLICANT PARTICULARS OF SHIPMENT INCLUDING B/L
MO., DATE, VESSEL NAME, NATIDNALITY, PORT OF LOADING AND DISCHARGE,
SHIPMENT DATE WITHIN FIVE WORKING DAYS AFTER SHIPMEMT DATE
+1/2 ORIGIMAL(S) AND 2 COPY]S) AIRWAY DOCUMENTS
CLEAN AIRWAY BILL CONSIGMED TO THE APPLICANT, MOTIFY
APPLICANT MARKED F73, INDICATING THIS CREDIT NUMBER

:48: Period for Presentation

5

:49: Confirmation Instructions

WITHOUT

+78: Instructions tothe Paying/Acce pting/ Negotiating Bank

+PLEASE FORWARD ALL DOCUMENTS TO US BY COURIER SERVICES IM OME LOT.
+0N RECEIFT OF DOCUMENTS COMPLYING PRESENTATION, WE SHALL REMIT THE
PROCEEDS IM ACCORDAMCE WITH THE IMSTRUCTIOMS OF THE
MEGOTIATING/PRESENTING BAMEK.



Framework — TBML
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Case Mgt Big Data Web SAR Analytics Analytics KPI Audit
: Discovery Analytics Reporting Modeling Tuning Monitoring Testing
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Fraud Detection by Social Network Analysis

Data Collection &
Integration

@
Business knowfedge Risk assnn_:ssrnent
i Internol contral culture Engine

Ontology designer Reporting
Business, Datasets of
compliance and potential anomalies
visualization rules

Actionable visualizations

A
!
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{ Monual investigation
| artifacts

& s d Amrmmmmmnn e




Fraud Detection Techniques using Social Network Analysis

FACTUAL DATA
tima T

e —
HISTORICAL DATA
tima ¢

TRANSACTIONAL DATA

|

Y ¥

[ Local sttributes

|

Diirect netwrork
artribures

Indirest network

atributes }

~ ./

METWDRH D4TA

MEW DATA
time i+1

W

L}

LABELED DATA
time 1

DATA SOURCES

NETWORK ANALYSIS

FEATURE DEFINITION,
EXTRACTION £
SELECTION

FEEFROCESSED DATA

LEARNING PHASE

MODELS



Knowledge Graph
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Categories of Block chain

CONSORTIUM BLOCKCHAIN



Block chain for KYC/AML compliance

(2) F1 #1 validates client’s documents
and saves them to its internal
database.

 E——
(1) Client grants Fi #1 access to their

identification and KYC/AML E (3) FI #1 uploads Hash
documents stored on their Client

Functions for each
Profile. /\ verified document onto
IR | the KYC/AML blockchain. N
o +
g —_— KYC/AML
Client Blockchain

(4) 1 #1 digitally sends validated
ﬂ documents (embedded with Hash
‘ | Functions) to client’s digital

profile.

— @
A —
(6) FI #2 confirms that the
(5) Client grants FI #2 access to their Hash Functions embedded
Identification and KYC/AML documents /'ii,\ in the client’s documents (g
(including those validated by Fl #1 and . | match those posted on the
embedded with a Hash Function). "' ) Dblockchain.

(7) F1 #2 uploads the client’s
validated documents to their k
internal database.

g




Block chain legal and business challenges

== B3

o n d proof of client client’s verified documents are
identity: posted, not copies of the
actual files:
1) Copies of Passport/Driver's
Licence: |:> 1) Hash Function of verified
E Passport/Driver's Licence:
[ zzzwd324aa53jiu ]
2) Copies of KYC/AML
Documents: 2) Hash Function of verified
KYC/AML documents:
K— I ' ‘ \ / K[ 123dfnsd2353jk3) ] /

Standardizing KYC/AML Documentation Ensuring the Validity of Verified KYC/AML Data
Stored on the DLT Platform

Data Privacy Concerns for Data Stored on the Incentivizing the Sharing of Information Between
Blockchain Fls



Block chain for Anti Money Laundering

Central Bank o Regulator & N/W Mgmt.

Monitor, Analyze

"~

AML App & Blockchain AML App & Blockchain
MNode Node
Inputsubset of ;
transactions | 00 FPea---
:' & ! "o . sl + 'r
Bank A R et LN Bank B

L1
l Prwate Permissioned \

Input data. ANL App + -'  Blockchain Network . ANL App &
Invoke smart ﬁ - Bleckchain e ettt Aoeeens < Blockchain ﬂ
contract Node *. MNetworkDirectory& .- Mode

. AMLSmartContracts L

\ Y Ty N !
\ v

| 1
Y | ; L 1
[1 i ¥ - % i

* Transaction/payments
= Customer profile data

* Patterns ) AML App & Blockchain AML App & Blockchain
» Other details Mode Node

Bank | Fin. Exchange

Bank | Clearing House

Alert, Record

« Alert stakeholder

* Flag andstop
payments

* Record/Log Detail

» Automated, quick and
effective

* Improved accuracy

* Immutable logs and audit
trail



Blockchain Layer
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Implementing Analytics for Fraud Detection

Application / Claim / Surrender
Incomplete details

B m’.__'.

Person 1 Gunlpwml Va“dm

|

lwmrt ‘fmbook
e |
Blogs

Regulatory compliance

B8
B O

Investigator
docm / mttubom /

3nd party vendors

|

(ase management system

Sock! network
analytis

Fraud prevention in claim

settlement / surrender stage
Accounting Person 1
No
discrepancy  Inquiry

fnmm

Vahdate
Prevention of fraud in
application stage

T Conveyingthe

- premium 10 be paid
1 -
Underwriter Person 1
Calculates
the premium
1o be paid



Financial Statement Fraud — Text Analytics

Training/ Test Data Set
Fraud Firm
Non-Fraud Firms

S G oo Accuracy
Data_l\_hm.n §ippication ¢ Sensitivity
Classification RO
Clustering Specificity
Prediction
Outlier detection
Regression
Visualization

Regression

Neural Networks
Bayesian Belief Network
Naive Bayes

Nearest Neighbour
Fuzzy logic

Decision Tree

Genetic Algorithm
Expert System

Data Sources
Financial Statements
Audit Reports

Credit card transaction
Account Ledgers
Insurance claim



Compliance Risk Assessment

Training/
Training Files (s Validation
Data

API Calls
Containing

Prompts

Generated
Result

Fine Tuning
(Customize the
Model)

Deployed Models
and Endpoints

Meta-data
from Fine-
tuning job

Custom Model

Prompts &
Completions
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