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Financial Intelligence



Behaviour Analytics + Financial Intelligence 



Internal Client Data e.g. Know Your  

Customer (KYC), Fraud and  

Transaction History.

Internal Records, e.g. Internal  

Watchlists and suspicious Activity  

Reports (SARs) Records.

Data from Governmental Bodies e.g.  

Watchlists.

News and Social Media Searches.

Paid for 3rd Party Consumer Data e.g.  

credit data.

Public Domain, e.g. public accounts.

Customers employment industry  

Sector.

Geographic, product and behavioral  

risks.

Volume, frequency and sentiment of  

media coverage.

Reported to actual income ratio.

Establish connections with high risk  

individuals / entities and  

geographies.
Ingestion and consolidation of  

data sets from multiple sources.

Link data which references a  

given customer and deduplicate  

this data.

Create a singular customer view.

Consolidation of Data Sources Behavioural Attributes Entity Resolution

Behavioural Analysis - Enablers



A subject runs a convenience store  

and is grouped into a community  

based on similarity of the behavioral  

attributes.

Analysis identifies that the subject’s  

behavioral attributes are diverging

from the expected behavior of the  

segment with large transactions to an  

overseas manufacturing firm.

An alert is generated on this subject  

for further investigation.

Internal data provides a record

of transaction history and past

case outcomes.

Subject’s behavioral attributes  

are analyzed for behavioral  

similarity to subjects upon which  

cases were previously reported.

Insights from analysis hep with case

discounting and alert generation.

Ingestion of know guilty party  

data and associated behavioral  

attributes.

Subjects in client database are  

analyzed for behavioral similarity  

to behavior attributes which  

indicate a known higher  

propensity for suspicion.

Insights inform alert generation and  

prioritization.

Comparison Against Similar Customers Typology Matching Analysis Against Guilty Party Data

Behavioural Analysis – Capabilities



Behavioural Analysis - Process Flow



Cognitive Computing – Regulatory Compliance



Invoice Forgery Detection







ISIS advertising for funds collection; BitCoin key being displayed
Cross platform advertisement – Facebook, WhatsApp, Twitter

ISIS advertising for SadaqaCoins

ISIS using incorrect religious interpretation for justifying 
collection of funds on DarkWeb

Dark Web – Free market run for everything





Suspicious Activity Detection – Risk Prioritization Approach



Shell Companies







Framework – TBML



Fraud Detection by Social Network Analysis



Fraud Detection Techniques using Social Network Analysis



Knowledge Graph



PUBLIC BLOCKCHAIN

CONSORTIUM BLOCKCHAIN

PRIVATE BLOCKCHAIN

Categories of Block chain



Block chain for KYC/AML compliance



Standardizing KYC/AML Documentation

Data Privacy Concerns for Data Stored on the 
Blockchain

Ensuring the Validity of Verified KYC/AML Data 
Stored on the DLT Platform

Incentivizing the Sharing of Information Between 
FIs

Block chain legal and business challenges



Block chain for Anti Money Laundering





Implementing Analytics for Fraud Detection



Financial Statement Fraud – Text Analytics



Compliance Risk Assessment
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